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I.  Introduction 

  The concern of this conference is with “Financial Risk Management: The Known, The 

Unknown and The Unknowable.”  There may not be complete agreement on what that 

encompasses.  For my purpose, I would define “risk” as the possible occurrence of a future event 

(state of nature) that has a significant financial consequence for a decision-maker.  Depending on 

your particular position, your primary focus might be on the management of risk by financial 

institutions, or on the oversight of that management by government agencies regulating financial 

institutions, or on businesses in their operations or dealings with financial institutions and 

transacting partners.  My perspective will mostly be centered on the latter. 

  Further, the conference theme is the utility of classifying risks as known (K), unknown 

(u) and unknowable (U). The organizers at one point circulated a table of the use of those terms by 

various presenters.  In the absence of full consensus, one can only make clear his own usage.  I 
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view those risks in terms of a probability distribution, with the KuU classes lying along a 

continuum of knowledge about the density function and how it is generated.  The polar K example 

might be an honest roulette wheel, while the polar U example would be an event that no one is 

even thinking about.  There is no sharp definitional line to be drawn, but we can have varying                                                                              

degrees of confidence in our understanding of the mean and variance (and other parameters) of the 

distribution in question. 

  Most of the conference papers deal with aspects of addressing risks directly – 

classifying them, examining their origins and generating processes, calculating their probabilities 

of occurrence and density functions and tails, estimating the losses associated with different 

magnitudes and circumstances, considering individual perceptions and responses to those risks 

(cognitive biases and tendencies). 

  Corporate governance per se does not address those matters as its focus.  (Corporate 

governance, it should be noted, is not limited to corporations, but is concerned with the decision-

making structure of any form of firm or organization.)  In most of the legal and economic 

literature, it centers on “agency costs”: conflicts among shareholders (controlling and minority), 

directors and management, or more broadly between principals (who hold some type of ownership 

or residual stake) and agents (through whom they must act) in administering the affairs of the firm 

or organization.  Principals can utilize assistants to aid in the internal monitoring of management: 

directors, accountants, counsel, consultants.  But they too are agents, imposing costs.  The extent 

of residual agency costs is one of the risks investors bear.   

There are some who define corporate governance so broadly as to include every force 

or factor that bears on the decision-making of the firm, which can be so all-encompassing as to 

thwart productive analysis.  In this paper, I will consider how the firm can try to manage the 
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postulated three categories of risk, in the context of the various agency costs which shape their 

responses.  

 

 

II. The Role of Corporate Governance in Risk Management 

  In those terms, the corporate governance issue is how to design the decision and 

incentive structure of the firm.  But from whose point of view?  To accomplish what?   

 (1) Shareholders, in general, seek to maximize the equity value of the firm and their risk-

adjusted returns.  That means, in Clive Granger’s terminology, that their concerns are not limited 

to drisk of loss but include urisk of gain—in other words, total risk.  That of course is not the goal 

of central banks or financial regulators, or the taxpayers whom they hopefully represent.  Nor is it 

the perspective of insurers, who seek to understand the extent and variance of expected losses so 

they can set premiums and their capital levels accordingly. 

 (2) Managers have a primary interest in their compensation and job security, and to protect 

their firm-specific human capital.  Therefore they are usually modeled as risk averse, unlike risk-

neutral shareholders holding diversified portfolios, and hence may be markedly more sensitive to 

drisk than to urisk.  For that reason, their compensation generally includes performance-based 

incentives, so that they will accept more risk.  The devil, as usual, is lurking in the details of the 

incentive scheme, as suggested by corporate collapses such as Enron or WorldCom, or more 

recently by the process of mortgage debt securitization.  The objective is not to make managers 

indifferent to risks transferred to others, or turn them into risk-seekers, or tempt them into 

fraudulent manipulation of accounting results to obtain short-term bonuses. 
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 The divergence of interest between owners and managers can be affected by the choice of legal 

form and status for the firm.  It is widest in the public corporation owned by outside and largely 

passive investors, where reliance on bounding agency costs and managerial opportunism is largely 

committed to outside directors and what is left of the hostile takeover market.  It can be reduced in 

general or limited partnerships and LLCs, where there can be greater identity between managers 

and investors, and managers’ human and investment capital can be tied more closely to the 

survival of the firm.  And it can be minimized in private firms, as for example when private equity 

funds transform previously public companies. 

 (3) Central banks and government regulators place a heavy emphasis on drisk.  If they are 

dealing with a (government-insured) bank, their focus in the first instance is on the probability of 

incurring losses to the point of loss of confidence or insolvency, and then to the likelihood of 

contagion or knock-on losses to other banks and counterparties rising to the level of systemic risk 

and financial collapse.  For that process, we do not have any generally accepted and well defined 

model.         

  But this conference is not limited to risk management by banks.  Systemic risk concerns 

can be seen as posed by the failure of any very large financial institution (witness LTCM or Bear 

Stearns) or even any very large business firm.  From a political point of view, there are strong 

incentives to invoke, however loosely, systemic risk as justification for bailouts (“guarantees”) for 

any large enterprise such as Chrysler (or perhaps General Motors). 

  So for central bankers and financial regulators, the problem has a number of 

dimensions.  First, what is the size threshold of the firms and losses on which their attention should 

be concentrated?  That threshold could be defined politically, as no doubt it often is, or 

economically, as by the size of an insurance fund or its replenishment capacity, or by the triggering 
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of a financial collapse.  Second, what is an acceptable level of probability that the threshold will 

not be reached?  Do we seek a confidence interval of non-failure out to 95%, 99%, 99.9%, or 

what?  In the operation of private firms, there are very significant costs to trying to cover the 

extreme tail.  Third, how do they impose their views on these matters on the decision-making of 

the firm?  The mere enactment of laws or regulations does not necessarily produce compliance or 

achieve their objective. 

  

III. The Role of Management in Coping with Risk 

  My assumption is that management in the typical firm will have considerable discretion 

in charting a course among these three points of view.  And under all three, it will generally make 

sense for management to try to better understand the risks confronting its line of business.  But that 

does not provide an answer to the questions of how much expenditure to devote to what aspect and 

how to organize the decision-making structure of the firm.  In looking at risks in terms of the three 

broad categories of this conference, we necessarily abstract from the specific assets and lines of 

business of actual firms. 

 A. Known Risks (K) 

  If the density function of a certain type of risk is reasonably well known, what 

problems remain?  Shareholder, and societal, interests are advanced by risk-neutral decision-

making, on the basis of estimated net cash flows, discounted to present value at an appropriate rate.  

That raises several issues: 

    (1)  Devising the right incentives to lead risk-averse managers to make risk-neutral decisions is 

far from a simple undertaking in compensation design.  Beyond the familiar concern over 

“excessive” compensation awarded by a CEO-dominated board, the form of the compensation may 
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easily induce risk-preferring behavior and short-term maximization or even accounting 

manipulation.  Stock options that vest early and may be quickly cashed out do not align managers’ 

interests with those of shareholders.  More subtly, managers may make riskier choices toward a 

reporting period-end in hopes of overcoming earlier poor performance for which they are 

responsible, or choose among acceptable accounting treatments that which smoothes earnings to 

create a perception of lower volatility. 

   (2)  Because of the difficulty of achieving precise alignment through incentive compensation, a 

“corporate culture” of the independence of risk analysts can be an important secondary safeguard.  

If risk analysis is conducted at the division or business unit level in a firm, there can be explicit or 

implicit pressure to reflect the desires of managers promoting a particular project or investment.  

Further, from the point of view of the firm, the relevant risk is not that of the individual investment 

but its marginal impact on the aggregate risk of the firm as a whole—a portfolio, rather than a 

stand-alone, perspective.  Both considerations suggest that risk management may be most effective 

if carried out as a staff function under a chief risk officer at the top level of an M-Form firm, 

reporting to the CEO and also to the board. 

 There has been a discernible trend toward consideration and adoption of comprehensive 

enterprise risk management plans over the last decade.  No doubt it has been driven in some part 

by concerns over legal liability.  The Delaware Chancery Court decision in Caremark (1996) 

discussed at length the directors’ fiduciary obligation to attempt in good faith to assure that a 

company’s information and reporting system is in concept and design adequate to assure the board 

that appropriate information will come to its attention in a timely manner.  Then the Sarbanes-

Oxley Act of 2002 placed additional emphasis on the adequacy of a company’s internal controls 
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and the importance of the role of the audit committee, though its focus was on financial statement 

fraud, which is only one element of risk management. 

 But there are also positive incentives to develop an enterprise risk management plan, because 

there are potential competitive advantages if it is done well.  Better handling of risk not only 

improves the prospects for survival of the firm in the face of negative events (drisk) but also 

enhances its debt capacity and ability to take advantage of investment opportunities that may 

materialize (urisk). 

  An enterprise risk management plan would systematically try to identify and quantify an array 

of different material risks in terms of their timing, probability and severity, to develop mitigation 

and hedging strategies, and set capital allocations to correspond to some acceptable probability of 

non-failure (given the firm’s financial distress costs).  Audit committees of NYSE listed 

companies are now required by its rules “to discuss policies with respect to risk assessment and 

risk management”.  Involvement of the board in risk management requires top executives to 

articulate and defend their estimates and strategy to a group including outside directors who were 

not involved in their creation.  That function could be performed most effectively if the directors 

included a few who were financially sophisticated, or had at least a passing acquaintance with such 

esoterica as extreme value theory or Bayesian probability analysis. 

 B. Unknown Risks (u) 

  If the density function is from management’s viewpoint not well-defined or well-

understood, the firm confronts several possible courses.  It can undertake to transfer the risk to 

counterparties who are more expert on that type of risk or better able to bear it in a more 

diversified portfolio.  Or it can seek to better understand the risk itself.  Both have costs, and can 

be seen as investment decisions. 
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 (1) Risk transfer, through derivatives of many forms, has been the major financial innovation 

of recent decades and created rapidly growing markets and new institutions.  Firms can transfer 

general economic risks (such as movements in interest rates or foreign currency rates) and be left 

with idiosyncratic or firm-specific risk, focusing on the business activity that is their own 

expertise. 

 In the process, corporate governance also changes.  The role of equity (and shareholders) as the 

all-purpose risk-bearer is to some extent reduced, and counterparties (investment banks, hedge 

funds) become external monitors of the firm – a demanding function which they are only 

beginning to fully comprehend.  In its most concentrated form, private equity funds and venture 

capitalists and hedge funds in LBOs become themselves the bulk of the equity holders in the firm, 

reversing the separation of ownership and control which Berle and Means deplored. 

 (2) Another course for the firm is to increase expenditures on trying to achieve itself a better 

understanding of the risk by acquiring more information.  Viewing KuU as a continuum, not a set 

of discrete classes, the challenge for management is to move the uncertainties confronting the firm 

from right to left, from U to u to K, insofar as feasible.  How?  Taking up external events first, the 

quest would be for more information—more data points in K to reduce variance, more occurrences 

in u to flesh out the form of a distribution.  How is that information to be acquired?  One can do 

research outside the firm, drawing on data from trade associations or government.  But one can 

also attend to assembling and sharing information within the firm.  In law, firms are sometimes 

held to “know” what their various agents and employees know, which can come on occasion as an 

unpleasant surprise to top management.  The quest for ‘first order knowledge’ is dependent on 

systems designed for that purpose.  In the realm of u, management does have considerable 
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knowledge of the risks; they have been identified, so management can set about instituting 

acquisition and reporting mechanisms for the additional data it needs to collect. 

  There are also internal sources of risk in any firm.  Some arise out of instances of 

employee behavior—for example, theft, kickbacks, bribes, concealing trading losses, harassment, 

environmental infractions—of which top management is unaware.  These categories seem to me to 

fall more in K than u, and are largely insurable (if with caps)..  They are in the domain of internal 

controls to detect and prevent, which received a lot of attention in the Sarbanes-Oxley Act of 2002 

(SOX) and its requirement (§302) of certification as to their effectiveness by the CEO and CFO of 

the firm, with attestation (§404) of that assessment by the firm’s auditors.  Control systems are 

investments, and §404 was widely criticized as requiring extensive (and expensive) detail and 

procedures not particularly related to the material accuracy of the firm’s financial statements or 

overall risk exposure.  In response, the SEC and PCAOB have recently adopted new standards that 

would give auditors more discretion to focus on controls in areas of greater risk and financial 

statement relevance, but the scope of internal controls and their audit would still be a subject of 

regulatory mandate rather than an investment decision left to the top management which bears the 

potential liability (§906). 

No doubt part of the reason is that risks can also come from the behavior of top 

management itself, as in the wave of firm collapses from accounting fraud, where internal controls 

may be in place but rendered inoperative, or accounting discretion is stretched to show profits and 

meet or beat analyst forecasts.    SOX tried to address that possibility by enhancing the flow of 

information to the audit committee (which must be composed of independent directors) from not 

only the outside auditors (§204) but also internal whistleblowers (§§806, 1107) and attorneys 

(§307).  It has often been argued that the level of independent directors plays a significant role in 
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effective corporate governance and monitoring management, and some studies do show a 

corresponding reduction in earnings management and accounting fraud.  But it may be more 

effective to make the gains reaped by top executives under circumstances of misconduct subject to 

forfeiture or recapture (§304).  It will be interesting to see the outcome of OFHEO’s effort to claw 

back some $115 million in bonuses from three executives of Fannie Mae fired for earnings 

manipulation in connection with a $6 billion restatement. 

C.  Bank Failure. 

Returning to the area of bank failure and systemic risk, part of the problem is that the 

systemic consequences and costs of failure may appear to be an externality from the standpoint of 

the initial bank in a knock-on chain.  But systemic risk is u, not U, for the other banks in the 

potential chain; it is foreseeable and recognized, though the probability may be highly uncertain 

and thought to be low.  Counterparties have reason to monitor the risk profile and solvency of the 

banks and institutions with whom they deal, a point driven home forcefully by LTCM and the 

subprime mortgage debacle.  But those reasons are somewhat reduced by the favored position 

given counterparties in certain derivatives contracts to engage in close-out netting if an obligor 

goes into receivership.  That has advantages in terms of maintaining “orderly” financial markets, 

and disadvantages in terms of the lessened incentives for monitoring and self-protection among 

counterparties. 

  Putting aside contagion cascades, there is the difference in perspective already noted 

between the concern of a bank’s management and shareholders with return as much as risk and the 

concern of bank regulators with failure above all else.  Bank management has incentives to assess 

and manage risk, but also to balance it off against return, which is less important for bank 
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regulators.  The regulators have an arsenal of tools to try to impose their views, many of them 

intended to affect management decision-making long before reaching the point of insolvency. 

  The Basel Committee has been working for most of the last two decades on capital 

requirements based on ever more refined models of banking risk.  The Basel I requirements have 

been in full effect since 1992; the more elaborate Basel II proposals permit banks to rely on their 

own internal ratings, in recognition of the fact that the operations of large international banks are 

too complex and fluid for supervisors to master or control with confidence.  The covariances of the 

loans and positions constituting a bank’s portfolio would be very difficult to measure or estimate, 

particularly in the case of a large complex institution.  This seems to be leading to more emphasis 

on fair value accounting (which brings with it greater exposure to management manipulation) and 

disclosure of disaggregated information (as in the SEC’s XBRL proposals), to enable the market 

(Basel’s Pillar 3) to play a more salient part in bank oversight.   

Perhaps more important than the levels generated by the different models and formulae 

is the concept of “prompt corrective action,” calling for increasingly severe supervisory 

intervention in management as a bank’s capital descends toward minimum required levels.  

Provided that the supervisors are getting reasonably accurate measures of the bank’s economic 

capital, decision-making authority is shifted away from management and toward the supervisors’ 

risk preferences as capital declines.  At this point, it is not easy to know just how effective this 

prompt corrective action approach, adopted in the US in 1991, will be when subjected to stress. 

  D.  The Unknowable (U) 

By definition, little can be done to learn about or manage U.  The timing and 

distribution function, or even the existence of the risk in the polar case, is a mystery.  How then, 

even ignoring any externalities that may be involved, should a firm cope with such possible 



 13 

random shocks?   Primarily, by limiting its leverage and having enough capital and liquidity to 

absorb unknowable losses if they should occur (or take advantage of unknowable investment 

opportunities if one is so fortunate).  How much of a liquid capital margin is sufficient or 

appropriate for this purpose?  Sufficient is, again by definition, unknowable.  Appropriate is a 

matter of your perspective, as discussed in Part II.  From the managers’ point of view, it depends 

on their “risk sensitivity” function—how safe they want to be—and that is affected by the 

incentive structure under which they are operating.  Shareholders, as noted, presumably wish a risk 

neutral assessment to be reflected in the market value of the equity.  If the safety margin is 

perceived as being too large, or ‘excess capital’, that will hurt the market value of the stock and 

may thus induce a takeover, but that ought not to be the case if the market assesses the firm’s 

safety margin as appropriate. 

That returns us to the prior subject of management incentives.  The most promising 

approach may be to make sure that management has a large stake in the long run survival and 

value of the firm, beyond just their jobs—that is to say, a substantial investment that cannot be 

readily withdrawn (directly or indirectly).  There are various ways to try to achieve this:  

compensation plans that involve restricted stock, stock option plans that do not permit sale until a 

significant period after exercise, bonus plans that require banking and adjustment for subsequent 

years’ performance. 

  How would such an incentive scheme operate?  By heightening sensitivity to the 

possible existence of U, several consequences might follow.  Management might formally create a 

structure for periodically considering what U risks could impend.  And management could create a 

capital margin that went well beyond the goals of covering expected losses, the appropriateness of 

which would ultimately be judged by the market. 


